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Introduction
The Registrar of Alcohol, Gaming and Racing is appointed under the Alcohol and Gaming
Regulation and Public Protection Act, 1996 and has powers and duties under the Gaming Control
Act, 1992 and its Regulations. Under section 3.8 of the Gaming Control Act, 1992, the Registrar
is authorized to establish standards and requirements for the conduct, management and
operation of Gaming Sites, lottery schemes or businesses related to a Gaming Site or a lottery
scheme. The Registrar has specified these technical standards as the minimum standards to be
used in assessing 50-50 Electronic Raffle Systems (ERS) for approval in Ontario, as applicable to
a specific Raffle solution.
The AGCO has developed a minimum Raffle standards based on vulnerability-risk analysis of 5050 Raffle products, and review of other jurisdictional standards. These standards reflect typical
50-50 ERS architecture and Raffle Game processes when addressing general technical integrity,
safety, security and accounting capability of Raffle products, including those related to Random
Number Generator, verification of Critical Game Software, device integrity, IT security, ERS
audit capability, and similar considerations. Systems for 50-50 Raffle are comprised of Backend
Systems and Player Terminals, and as such ERS must meet the intent of requirements from this
document, regardless of where it is met, at the Player Terminal or Backend System. Additional
requirements may apply depending on the specific technical solution.
These minimum technical standards will become effective on September 1, 2016. Stakeholders
are encouraged to initiate consultations with the AGCO at design time or concept stage in their
product development life cycle in order to streamline their development and minimize efforts for
final product assessment and approval.
From time to time, as necessary, modifications will be made to the Standards

Operational Requirements
These standards should be read in conjunction with Electronic 50/50 Raffle Operational Terms
and Conditions.
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Glossary
• AGCO means the Alcohol and Gaming Commission of Ontario.
• Associated Equipment: Any equipment that is not part of RSU itself and is required for
its complete operation, e.g. Raffle Prize display, printer and Backend System.
• Cancelled Ticket: A Raffle Ticket whose purchase was cancelled. The ERS is designed to
either return the Raffle Numbers to the pool for sale or not.
• Backend System (also known as server): A dedicated computer system that is used to
support and manage Games, and to communicate transactions and events. This system
includes servers, databases, and networking equipment.
• Critical Game Data: Stored data that is considered vital to the continued operation of the
RSU. This includes, but is not limited to:
a. Raffle Numbers;
b. Current cash and Ticket transactions;
c. RSU/Ticket configuration data; and
d. RSU Significant Events related to integrity, security and accounting.
• Critical Game Software: Any software and data which affect the integrity or outcome
of the Raffle or the interpretation of Raffle outcome. This includes, but is not limited to,
any software that is used to control Raffle functions, Raffle outcome, payout, security
or accounting functions, and related data including fixed data and graphics files used to
interpret Raffle outcome. Critical Game Software does not include Critical Game Data.
• Critical Memory: Memory locations storing Critical Game Data.
• Discounted Ticket(s) (also known as Ticket price points): Raffle Ticket(s) with a specific
number of Raffle Numbers sold at a discounted price, e.g. 3 for $5, 10 for $10, or 40 for $20.
• Draw: A random selection of winning Raffle Number(s) (or winners) conducted at a
predetermined and scheduled time by means of a Random Number Generator.
• Electronic Raffle System (ERS): A type of electronic Gaming System for the purpose
of conducting Raffles. It is comprised of Raffle Sales Units, Backend System and an
associated computer network. It also includes Associated Equipment, such as the Raffle
Prize display and printer.
• Game: A lottery scheme with the outcome based on chance.
• Gaming Equipment: means products including bingo paper, Lottery Tickets, equipment,
systems and software if they are used,
a. in the conduct, management or operation of lottery scheme,
b. to record or transmit information about a lottery scheme or related transactions, or
c. to provide security and surveillance services for a lottery scheme.
6
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• Gaming Site: means a premises or an electronic channel maintained for the purpose of
playing or operating a lottery scheme.
• Gaming Supplier (also known as Supplier): The provider of the Gaming Equipment.
• Gaming Supplies: Gaming Equipment that could influence or is integral to the conduct,
• management or operation of a lottery scheme.
• Gaming System includes hardware, software, applications and all associated
components of Gaming Supplies and the technology environment.
• Hash: The value returned by a Hash function (a one-way algorithm that deterministically
generates fixed-length output data based upon a set of input data).
• Lottery Ticket: means a chance to participate in a lottery scheme.
• Significant Events: RSU occurrences related to integrity, security and accounting from:
a. Regular operation: Ticket transactions, configuration changes user sign on/off, printer
jam and similar; and
b. Irregular operation: errors in Ticket creation, breaches of RSU security, such as failed
password attempts, error conditions and similar.
• OLG means the Ontario Lottery and Gaming Corporation.
• Operator: a person who operates a Gaming Site, and includes OLG.
• Point of Sale (POS): RSU and associated equipment such as printer and Raffle Prize
display that facilitate Raffle Ticket sales.
• Prize: A payout associated with winning Raffle Number(s).
• Raffle: A lottery scheme where tickets are sold for a chance to win a prize at a draw, and
includes 50/50 draws.
• Raffle Number: Unique ERS-generated number assigned to Raffle Ticket.
• Raffle Ticket (also known Ticket): A type of Lottery Ticket in the form of an electronic
record or paper Ticket with Raffle Numbers for the purpose of participating in Raffle Draw.
• Raffle Sales Unit (RSU): Fixed base or mobile device, which communicates with Backend
System and printer to facilitate the sale of Raffle Tickets.
• Randomness or Chance: Observed unpredictability and absence of a pattern in a set of
events that have definite probabilities of occurrence.
• Random Number Generator (RNG): Hardware and/or software used to generate
numbers which exhibit Randomness.
• Software Storage Media (SSM): Memory device used to store Critical Game Software,
such as EPROMs, Compact Flash, Hard Drives, CD ROMs and DVDs.
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• Validation Number: A unique number which identifies Raffle Ticket that is used to
validate the winning Raffle Number before Prize claim. The validation number may be in
the form of a barcode and/or a human readable form.
• Voided Ticket: A Raffle Ticket whose Raffle Numbers are removed from the pool of valid
Raffle Numbers by ERS.

8
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Part A: POINT OF SALE - POS
1

RAFFLE SALES UNIT – RSU

1.1

GENERAL RSU CONSTRUCTION

1.2

1.1.1

Mobile handheld RSU devices must be constructed to minimize any integrity issues
to stored data and applications.

1.1.2

Both mobile and fixed base RSU must resist tampering.

RSU INVENTORY TRACKING
1.2.1 RSU must display the following information:

1.3

a)

Model number; and

b)

Unique serial number.

SECURITY OF RSU
1.3.1 RSU Critical Game Data must be protected against unauthorized use.
1.3.2 If other non-Critical Game Software is installed in RSU, it must not affect the
integrity or outcome of Raffle Game or the interpretation of Game play or Game
outcome.
1.3.3 Access to RSU Critical Game Software and configuration may only be possible via
secure login. In addition, the RSU software must:
a)

Lock up after a pre-set number of unsuccessful attempts; and

b)

Log off after configurable time of inactivity.

1.3.4 The communication ports of RSU must be protected from unauthorized access. For
example, any port not used for the Raffle is disabled.
1.4

COMMUNICATION WITH ASSOCIATED EQUIPMENT
1.4.1 Significant Events must be communicated from RSU to the Backend System in real
time or as soon as it becomes technically possible, e.g. wireless communication is
reestablished.
1.4.2 The Backend System must alert the Operator on Significant Events from irregular
RSU operation that cannot be mitigated by RSU application and present integrity or
Electronic Raffle Systems Minimum Technical Standards for 50-50 Raffles, Draft
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security risks, such as errors in Ticket creation, breaches of RSU security and RSU
errors a), b) and c) from 1.7.1.
1.4.3 The RSU must continuously monitor and control all communication ports that are
used to transmit or receive any data or signals to or from the Associated Equipment.
1.4.4 During the loss of RSU communication with Associated Equipment, any critical
information related to the Ticket transactions, integrity, and security must be preserved.
1.5

ADDITIONAL FUNCTIONALITIES
1.5.1 The RSU must provide the following minimum functionalities:
a)

Display of RSU software name, version and signature;

b)

Printer test; and

c)

Touch screen calibration and test, if applicable.

1.5.2 The RSU must clearly indicate its current operational status.
1.6

OPTIONS
1.6.1 It must be possible to set Raffle POS to display specific Draw and Ticket information
through the use of restricted technical procedures. The following options are
considered to be restricted, as applicable:
a)

Name of organization conducting Raffle event;

b)

Location ID where the Raffle is conducted;

c)

The event ID, date and time;

d)

Ticket price;

e)

Ticket price points or Discounted Ticket(s);

f)

Limits for sales; and

g)

Any other option which, if configured incorrectly, would result in a violation of one or
more of the Standards in this document and introduce a risk to the integrity, security
and accounting capability of the Raffle Game that is not mitigated through other
controls.

1.6.2 RSU must be capable of being remotely disabled by a disable command issued from
the Backend System.
1.7

ERROR CONDITIONS
1.7.1

10

Impacted RSU functions and/or peripherals must be disabled under the following
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conditions, and may only be enabled after the condition has been resolved:
a)

Forced RSU resets;

b)

Critical Game Software errors, such as:
i)

defective Software Storage Media,

ii) Hash failure,
iii) RSU application crash,
iv) communication errors;
c)

Significant Events buffer full; and

d)

Ticket printer failure.

1.7.2

RSU must be capable of immediately detecting, displaying and recording in error log
the conditions listed in section 1.7.1. In addition, whenever it is technically possible
(e.g. within wireless range), RSU must be capable of communicating to the Backend
System at a minimum the conditions a), b) and c).

1.7.3

The RSU must, at minimum, immediately inform the user if there is a loss of
communication with the Associated Equipment. This message must be visible to
the user at all times and may only be removed after the condition has been resolved.
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2		

PRINTER
2.1.1 There must be mechanism(s) (Manual or Automated) to mitigate incomplete printing
of Ticket. E.g. In case of printing errors, such as partial Tickets or multiple Ticket
jams, the Backend System must void such Tickets.
2.1.2 In case of RSU shutdown by the Backend System, the RSU must display an
explanatory message and the printer must complete printing of valid Ticket.
2.1.3 The printer must not print duplicate Tickets. If reprint is featured, such a Ticket must
be clearly marked as “reprint”.
2.1.4 Raffle Numbers from successfully printed Raffle Ticket may only be in Draw, unless
voided.
2.1.5 Ticket Validation Number must be printed at the Ticket leading edge.

12
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RAFFLE PRIZE DISPLAY
3.1.1 Raffle Prize(s) advertised on the display must be updated in real time, and to account
for all valid and void Tickets. Optionally, the Prizes information may be updated at
configurable frequency provided that the final true amount is displayed when the
sales are closed.
3.1.2 All Raffle Prize displays must be synchronized (The amount shown on different
displays must be as close as technically possible, e.g. discrepancy due to delays
along communication lines or for sales when there is no communication with the
Backend System is permissible).
3.1.3 Upon verification, Raffle Draw results (winning Raffle Number and Prize) must be
displayed accurately on all Raffle Prize displays.
3.1.4 Raffle Prize display and/or POS must make available all information required for
Raffle players to participate in the Game. This includes at the minimum:
a)

Unique identifier of Raffle Game in progress;

b)

Price of a single Raffle Number and/or any Ticket price points (Discounted
Tickets);

c)

Prize of current Game (both cash and any merchandise Prize); and

d)

Any other Game related information, as required for participation in play.
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4

ENVIRONMENTAL REQUIREMENTS

4.1

ELECTRO-MAGNETIC IMMUNITY
4.1.1 All assembled RSU units, including hardware components such as printer and
displays must exhibit electro-magnetic immunity in accordance with good industry
practices for IT equipment, e.g. CAN/CSA-CEI/IEC 61000-4-2 for Electrostatic
Discharge and CAN/CSA-CEI/IEC 61000-4-4 for Electrical Fast Transient/Bursts or
similar.

4.2

SAFETY
4.2.1 All equipment must be certified for safety per the standards established by the
appropriate agency such as Canadian Safety Standards (CSA).

14
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GAME BEHAVIOUR

5.1

RAFFLE GAME DESIGN
5.1.1 Raffle Game design and features shall be clear and shall not mislead the player.

5.2

RAFFLE GAME RULES
5.2.1 Meaningful and accurate information shall be provided to enable individuals to make
informed choices.
		

5.3

Requirements – At a minimum:
a)

Meaningful and accurate information on the rules of play shall be clearly stated
and made available to players; and

b)

The purchase price of each Ticket, or multiple Tickets, must be clearly stated and
made available to players.

RAFFLE TICKETS INTEGRITY, SECURITY AND AUDITABILITY
5.3.1 ERS must detect invalid, tampered with or duplicated Tickets, where technically
possible.
5.3.2 Raffle Numbers must be unique (no duplicates).
5.3.3 Raffle Tickets must display the following information (parameters), at a minimum:
a)

Ticket price;

b)

Event identifier;

c)

Draw identifier;

d)

RSU identifier;

e)

Raffle Number(s);

f)

Unique Validation Number

g)

Date and time of issuance;

h)

Draw date; and

i)

Security code/feature, e.g. a barcode.

5.3.4 The Ticket information from 5.3.3, related transactions including Cancelled and
Voided Tickets must be accurately captured in Backend System reports to provide
full audit.
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5.4

TICKET SALE
5.4.1 Tickets must not be issued until payment is confirmed.
5.4.2 There must be no hidden or undocumented buttons or touch points (if applicable)
that affect RSU approved functions anywhere on the screen.
5.4.3 The RSU must not be adversely affected by the simultaneous or sequential
activation of the various inputs and outputs, which might cause malfunctions or
invalid Ticket.
5.4.4 RSU may sell preloaded Tickets when not communicating with the Backend System.
During such time, all sold and void Tickets must be logged on the device, and
upon the re-establishment of communication must be transmitted to the Backend
System.
5.4.5 The ERS must support cancellation of purchased Tickets prior to the close of
the Raffle sales. All Cancelled Tickets must be logged, fully auditable, and any
completed payments must be refunded to the player.
5.4.6 Voiding Raffle Tickets may only be performed by authorized Operators and must be
fully auditable.
5.4.7 Voided Raffle Numbers and corresponding Ticket Validation Numbers must not be
possible to reissue or sell again.

5.5

RAFFLE DRAW
5.5.1 Raffle Numbers Draw may only be conducted after:
a)

Closure of the Raffle sales for the Draw;

b)

Full reconciliation of all valid and Voided Tickets;

c)

Full financial reconciliation of Tickets eligible for Draw;

d)

Full financial reconciliation of sales, if necessary to determine Prize amount of
the Draw; and

e)

Verification that only valid Raffle Numbers are entered into the Draw.

5.5.2 The Raffle Draw must be conducted through a random selection process.
5.5.3 The Draw must include all sold valid Raffle Numbers, and exclude all invalid Raffle
Numbers, e.g. Voided Tickets. Raffle Numbers from Cancelled Tickets that are not
returned to the pool for sale must not be in the Draw.
5.5.4 Backend System must accurately and securely log any Raffle Draw and its related
information for each
16
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Part B: BACKEND SYSTEM
6

RAFFLE SERVERS AND APPLICATIONS

6.1

SYSTEM SECURITY
6.1.1 User input fields must be validated to prevent any security breaches.
6.1.2 The ERS must restrict access to sensitive database files/tables, such as stored
procedures and logs to prevent alteration of information that impacts Game integrity
or Backend System security. The ERS must employ appropriate techniques to detect
alterations of such data/files without the use of approved system functions, unless
the database is encrypted.
6.1.3 If other non-Critical Game Software and systems are present, they must not affect
the integrity or outcome of Raffle Game or the interpretation of Game play or Game
outcome.

6.2

SYSTEM USER ACCOUNT MANAGEMENT
6.2.1 The user authentication method employed must be secure to prevent unauthorized
access to a system user account.
6.2.2 Any changes to system user access must be logged by the ERS to track: user
performing the change, nature of the change, time of the change and details to
determine where the change was initiated from. At a minimum, the following
actions must be included in the logging:
a)

Account creation;

b)

Account removal;

c)

Disabling/suspension of an account;

d)

Password change;

e)

Change in role; and

f)

Change in permissions.

6.2.3 All system user passwords must be stored in a non-plaintext, non-reversible
manner. The algorithm used must meet industry standard, cryptographic hashing
requirements.
6.2.4 Stored password data must be protected in the event that an attacker gains
access to the secured data in 6.2.3. Hash values must be additionally secured, e.g.
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through the use of randomized Hash salting. RNG used to generate salts must be
cryptographically secure and industry standard. Password storage must preserve
the non-plaintext and non-reversible properties required by 6.2.3 in the event that an
attacker has access to the storage mechanism.
6.2.5 The ERS must provide capabilities to resist unauthorized access through the use of
good industry practices for user passwords and accounts.
6.2.6 At no point in the authentication process may the password be communicated in
plain text.
6.2.7 Users shall be granted minimal access to the ERS based on business need.
		

Requirements – At a minimum:
a)

Access privileges are granted, modified and revoked in a timely manner based
on the person’s job requirement;

b)

Access privileges shall be clearly documented;

c)

Access privileges are independently reviewed and confirmed on a periodic
basis; and

d)

All ERS accounts shall be uniquely assigned to an individual.

6.2.8 Operating system and database accounts used by Backend System software must
not have hardcoded passwords, to allow the Operator to change process account
passwords if compromised.
6.2.9 Management or configuration of the Backend System must be technically restricted
from RSUs.

18
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6.3 REMOTE ACCESS AND MONITORING
6.3.1 Any remote access methods and associated procedures must limit access to
authorized users and systems to perform specific tasks only through a secure link.
6.3.2 Remote access to ERS may only be granted to either the Charity or the registered
Supplier from their respective secure business network such as VPN client with
two-factor authentication, provided the ERS automatically monitors and records the
log-on name, time and date the connection was made, duration of the connection,
and activity while logged-in, including the specific areas accessed and Raffle related
changes made.
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6.4 TIME SYNCHRONIZATION
6.4.1 To preserve the integrity of reports between different ERS components, all Backend
System components including RSUs, must have a method of synchronizing system
clocks so that all logged transactions have synchronized time to ensure that accurate
timelines can be established for audit purposes.

20
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6.5 DATA GOVERNANCE
6.5.1 Backend Systems must record and store complete Ticket transactions, cash floats &
collections and Draw accounting data for all valid and Voided Tickets, including at a
minimum:
a)

Name of organization conducting Raffle event;

b)

Location ID where the Raffle is conducted;

c)

The event ID, date and time;

d)

Date and time of Ticket issuance;

e)

Ticket price(s);

f)

List of Prize(s), as applicable;

g)

Winning Raffle Number(s) and Prize value(s);

h)

Financial information sufficient to reconcile Ticket sales including price points of
sold Tickets;

i)

Value of Prize seeds;

j)

Individual Ticket information per section 5.3.3;

k)

Ticket status;

l)

Ticket transactions history, including voiding and cancellation of Tickets;

m) Type of transaction or other method of differentiating ticket types; and
n)

RSU and User ID for individual Tickets.

6.5.2 Adjustments and corrections to Critical Data are permitted by authorized individuals,
provided the following information is recorded in unalterable log:

6.6

a)

Name of authorized user who performed the change;

b)

Date and time of change;

c)

Type of data changed; and

d)

The value before and after change.

RAFFLE CONFIGURATION, MANAGEMENT AND SALE
6.6.1 The Backend System must have the ability to set date and time period during which
Raffle Tickets may be purchased for a Raffle Draw.
6.6.2 The Backend System and RSU must ensure proper messaging to sellers and players
when there are not enough Raffle Numbers to sell for a Raffle.
6.6.3 The Backend System must ensure proper messaging to sellers and players when
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Prize limitation is configured and reached for a Raffle Draw.
6.6.4 The Backend System must not allow Raffle configuration change once the sale of
Raffle Tickets has commenced.
6.6.5 The Backend System must have the ability to monitor and manage all RSUs and
sellers to ensure:
a)

Non-authorized RSUs are not allowed to connect to Backend System;

b)

Only authorized sellers can sell Ticket for a Raffle Draw after login to assigned
RSUs;

c)

Sellers access (credentials) can be enabled and disabled on-demand;

d)

RSUs can be enabled or disabled on-demand for sale of Tickets; and

e)

By default all RSUs are disabled, except during the time when assigned for sale
of Tickets for a Raffle Draw.

6.6.6 Upon player payment, player must receive a Raffle Ticket for a chance to win a Raffle
drawing.
6.6.7 The Backend System must have a check to prevent issuance of duplicate Raffle
Numbers or duplicate Raffle Tickets.
6.6.8 Backend System must ensure that Raffle Numbers, Validation Numbers and Ticket
identification numbers of any voided Ticket cannot be resold or reissued.
6.7

LOGGING AND REPORTING
6.7.1 The Backend System must at a minimum contain the following information in
reports for complete audit trail, capable of being generated on-demand, for specific
time periods, and for specific activities:

22

a)

Raffle Transactions - Information on all Ticket transactions and Draw accounting
handled by the ERS, including: all valid Cancelled and Voided Tickets with Raffle
Numbers and Validation Numbers, Ticket price, transaction RSU identifier, time
and user name of the seller performing the transaction, Prize seed(s), total
sales, cash floats & collections, winning Raffle Number and Prizes paid out;

b)

Security Events – any information on access and attempted authentication
including: component accessed, username, success or failure of authentication,
time, any changes made; and

c)

Error Logs – All critical errors, such as RSU or ERS application crashes, failed
software authentication and communication errors.
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RANDOM NUMBER GENERATOR (RNG)

7.1

SOFTWARE RANDOM NUMBER GENERATOR
		

The following requirements are applicable to software Random Number Generators
and their implementation.

7.1.1

Random numbers must be:
a)

Statistically independent;

b)

All values within the desired range must have an equal chance of being
generated;

c)

Able to pass various recognized statistical tests; and

d)

Unpredictable.

7.1.2

The range of random numbers must correspond to the range used in a particular
Game including both high and low end of Raffle sales. Specifically, the random
numbers must produce statistics that lie within the 99% confidence interval
for various Game specific, empirical statistical tests, including but not limited to
frequency test, runs test and serial correlation test.

7.1.3

The RNG output must not exhibit detectable patterns or correlation with any
previous RNG output.

7.1.4

The ERS must not make any secondary decision to change the winning Raffle
numbers.

7.1.5

The RNG and/or ERS must implement a mechanism to prevent the determination of
RNG seeds.

7.1.6

RNG seed must be reinitialized, if corrupted.

7.1.7

Where the selection process of Game elements is interrupted, the original selection
must be preserved until full ERS recovery.

7.1.8

The ERS must use secure communication protocols to protect RNG and random
selection process.

7.1.9

Pools of Raffle Numbers must be stored securely.
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Part C: VERIFICATION OF CRITICAL
GAME SOFTWARE
8

AUTHENTICATION OF CRITICAL GAME SOFTWARE AT ERS
8.1.1 The Gaming System shall be able to detect unauthorized changes.
8.1.2 A mechanism shall be built into the Gaming System to verify the integrity of the
Critical Game Software that is deployed to production, including before changes
are implemented, as well as on an ongoing basis to ensure the approved software
is being used, and to ensure no unauthorized changes are made to the approved
software.
		

		

At a minimum, ERS must be successfully authenticated:
a)

Immediately prior to startup;

b)

Automatically at regular intervals during operation; and

c)

On demand by the Operator, or AGCO.

Note: The authentication method will be evaluated on a case-by-case basis and
approved by the Registrar based on good industry practices, e.g. calculation of
software SHA-1 values which are compared against a protected master list of
signatures (i.e. encrypted SHA-1 values).

8.1.3 If the self-authentication fails, the software that fails authentication must enter an
error condition, safely stop operation and notify the Operator.
8.1.4 The results of each authentication must be recorded in an unalterable report which
is available to the AGCO. This report must include a pass/fail condition with details
on which software did not pass the authentication.
8.1.5 Modifiable files such as configuration settings do not need to be included in any of
these software verifications required by 8.1.2 and 9.2. However, the configurations
that are critical must only be settable in a way that does not compromise Game
integrity.
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9

AUTHENTICATION OF CRITICAL GAME SOFTWARE AT RSU

9.1

SELF-VERIFICATION IN RSU VOLATILE MEMORY
		

9.2

Critical Game Software components, excluding graphics and sound components,
must be fully verified by the RSU at the time of loading into electrically erasable or
volatile memory (prior to execution), and at minimum, following any RSU resets and
power up. Impacted functions must be disabled if an invalid component is detected.

VERIFICATION OF RSU CRITICAL GAME SOFTWARE BY BACKEND SYSTEM
9.2.1 The RSUs must be capable of accepting random Hash seed value from the Backend
System in conjunction with the requirement 9.2.2, which is used in the calculation
of the Hash of Critical Game Software, and return the result of calculation. This
automatic verification must be transparent and must not interfere with the normal
operations of the RSU. If the result does not match the result from Backend System,
the RSU software must enter an error condition upon notification by the Backend
System, safely stop operation and notify the Operator of the failure. The Backend
System must not accept any Raffle transactions from such RSU. (The effective date
for this requirement TBD)
9.2.2 Backend System must perform independent software verification on any client
device or RSU Critical Game Software upon establishment of a connection with the
system and randomly. At a minimum the Hash algorithm used must meet or exceed
128 bits of complexity, such as MD5 or SHA-1. This verification must be capable
of sending random Hash seed value to be used in the calculation and verification
of the Hash value at the RSU, as referenced in 9.2.1. (The effective date for this
requirement TBD)
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Part D: OTHER REQUIREMENTS
10

NETWORKS

10.1 GENERAL REQUIREMENTS
10.1.1 Network diagram design that meets recognized industry standards must be
provided at the time of submission.
10.1.2 Logical access to network equipment must be secured to resist unauthorized
access or tampering through industry best practices such as:
a)

Access to management interface must use a secure protocol such as SSH;

b)

Non-secure administration interfaces such as Telnet or HTTP must be disabled;

c)

Default administrative accounts must be disabled or restricted, in favour of
administrative accounts which can be associated with individual administrators;
and

d)

Unused TCP/UDP ports must be disabled.

10.1.3 System time requirements in 6.4.1 also apply to network equipment, to preserve
logging and auditing credibility.
10.1.4 All gaming related network traffic exposed to public network lines must be secured
using an industry standard method proven to be cryptographically secure.
10.1.5 Access to the local area network must be restricted to authorized devices only.
10.1.6 Individual devices and servers must be restricted from internet access. All
connections to and from the internet must be filtered through a separate, secure
source on the internal network.
10.1.7 Network architecture must be designed such that traffic is controlled to prevent a
large volume of communications causing an integrity issue for players.
10.1.8 Prior to the ERS being made available for play, periodically once the ERS has
gone live, and following any significant infrastructure or application upgrade or
modification, the ERS must be assessed in accordance with industry good practice
security frameworks by qualified individuals to ensure that security vulnerabilities
are identified and assessed, and risks are confirmed to be negligible through
security/penetration testing of the applications and infrastructure, as applicable.
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10.2 WIRELESS NETWORKS
		

In addition to the above requirements in 10.1, wireless networks must comply with the
following requirements:

10.2.1 All protocols within the IEEE 802.11 published standard are considered to be industry
standard and only their implementation will be subject to review by the Registrar.
Any protocol outside of this standard will require significant testing and review by the
Registrar.
10.2.2 Wireless networks must be secured using industry standard encryption methods such
as AES. The method used is subject to review by the Registrar.
10.2.3 All Client devices must be verified as authentic using an industry standard
authentication protocol such as EAP-TLS or PEAP.
10.2.4 Devices containing a wireless network card must have Ad-hoc networking and network
sharing disabled.
10.2.5 Wireless networks must not openly broadcast their SSID; instead requiring knowledge
of SSID name to attempt a connection must be imposed. Wireless network password
must be reset automatically after a period of time even when the SSID is not
broadcasted openly.
10.2.6 Wireless network range in which player transactions can occur must be limited to the
designated selling area of the Gaming Site. All wireless devices must be inoperable
outside of monitored areas within the site.
10.2.7 Wireless devices must use statically assigned IP addresses.
10.2.8 Wireless devices must contain no Game control logic. They may only be used as an
interface with a central logic system. All player account balances, Game results and
Prize information must be tracked centrally by the backend server.
10.2.9 Wireless communications design must prevent Game integrity issues that can be
caused by signal jamming and radio interference.
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11

FORENSICS CAPABILITIES
11.1.1 Raffle Ticket transactions must be fully auditable and all related events must be
logged.
11.1.2 Critical Game Data related to Game play must be preserved under irregular
conditions, e.g. malfunctions and error conditions, where technically possible.
11.1.3 The contents of Critical Memory must be preserved when the hardware device is
removed from the RSU.
11.1.4 Forensic tools must extract all Critical Game Data onto duplicate device without
compromising the integrity of the source device.
11.1.5 Physical and logical access to the RSU and Backend System must be fully auditable
and all related events must be logged.
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12

SUBMISSION REQUIREMENTS
12.1.1 Submission and training requirements are outlined in “Electronic Raffle Systems for
50-50 Raffles submission guidelines” available upon request.
12.1.2 All submissions for approval of ERSs must be accompanied with all necessary
AGCO submission forms.
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